Tips and Guidelines

on Conducting the Five Steps of the Enterprise Risk Management (ERM) Cycle
The following tips and guidelines contain tools and worksheets which can assist staff in carrying out risk management through the Five Steps of the ERM Cycle as described in 4.0 Procedures of the ERM section of UNDP’s Programme and Operations Policies and Procedures.

Below you can find simple tools that will walk you through creating your Weighted Risk List and Risk Map which graphically ranks risks (threats and opportunities) by probability and impact.  The Risk Map will help you develop the actions (to be inputted into the Risk Log) you need to take to respond to the risks.  This leads to conducting Monitoring & Reporting on those actions and risks so that you complete the ERM Cycle.    

As such, the inputs are the Weighted Risk List and the Risk Map which will help you produce your Risk Log which in turn, details the actions that will be taken to respond to the risks.

[image: image1.emf]Environmental • Natural disasters: Storms, flooding, tempests, 

  earthquakes

• Pollution incidents

• Social & Cultural

• Security / Safety

• Economic

Political • Corruption

• Government commitment

• Political will 

• Political instability

• Change in government

• Armed conflict and instability

• Adverse public opinion/media intervention

Financial • External economic factors: interest rates, exchange 

  rate fluctuation, inflation

• Internal: 

     • Co-financing difficulties 

     • Use of financing mechanisms (microfinance, 

        ESCOs, guaranteed funds, etc).

     • Funding (Financial Resources)

     • Reserve Adequacy

     • Currency

     • Receivables

     • Accounting / Financial Reporting

     • Budget Allocation and Management

     • Cash Management / Reconciliation

     • Pricing / Cost Recovery

Regulatory • New unexpected regulations, policies

• Critical policies or legislation fails to pass or 

   progress in the legislative process

Operational • Complex design (size: larger/multi-country projects; 

   technical complexity; innovativeness, multiple funding 

   sources)

• Project Management 

• Human error/incompetence

• Infrastructure failure

• Safety being compromised

• Poor monitoring and evaluation

• Delivery 

• Programme Management

• Process Efficiency

• Internal Controls

• Internal and External Fraud

• Compliance and Legal

• Procurement

• Technology

• Physical Assets

Strategic • Partnerships failing to deliver 

• Strategic Vision, Planning and Communication

• Leadership and Management

• Programme Alignment

• Competition

• Stakeholder Relations

• Reputation

• UN Coordination

• UN Reform

Organizational • Institutional arrangements

• Institutional / Execution capacity

• Implementation arrangements

• Country Office Capacity (specific elements limiting 

   CO capacity)

• Governance

• Culture, Code of Conduct and Ethics

• Accountability and Compensation 

• Succession Planning and Talent Mgmt

• Human Resources Processes and Procedures

Other • Other risks that do not fit in any of the above categories



RISK SUBCATEGORIES
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Here is how: 

i. Speculate about your risks: Think about the risks (threats and opportunities) which might affect your objectives. Look at the risk types and subcategories below to help you think about your risks.
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List your risks:  Using the first column of the Weighted Risk List worksheet below list your risks (threats and opportunities). If necessary, tailor the worksheet to fit your needs (e.g. you may have more than 3 risks for any risk type.)
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Additional Tips/Techniques: 
Below are some additional tips/techniques that may help you identify risks for the Risk List:

· Consider both quantitative and qualitative risks.

· Assess the internal and external environment through a SWOT (Strength - Weakness – Opportunity- Threat) Analysis. 

· Consult with relevant experts and with your stakeholders to see what they consider to be major risks.

· Conduct interviews, focus groups, or surveys and consider scenario planning.

· Brainstorm or hold structured discussions with relevant staff members or even with people who are not involved in order to gain a different perspective.  


Here is how:

i. Consider impact and probability: For each risk (threat and opportunity) you listed, think about the likely impact and probability or likelihood of it occurring.  The Potential Impact & Potential Probability Scale below can assist you in quantifying impact and probability.

ii. Fill in a score for impact and probability:  Using the Weighted Risk List worksheet below, assign a Risk Impact Score and Risk Probability Score on a scale of 1-5 for each risk you listed.
Potential Impact & Probability Scale




Additional Tips/Techniques: 

Below are some additional tips/techniques that may help you assess risks for the Weighted Risk List:

· Conduct a “What if” analysis by asking “what if” questions to help anticipate the impact and probability.  For example, what if there is a sudden change in the political situation?   

· Use specialist judgment, multi-disciplinary groups or interviews in an effort to assess risk. 

· In thinking about probability, consider the timing of a risk leading to an event.  Some risks may likely lead to an event more quickly than others and therefore be of higher priority and more urgent.  
· Consider interdependencies, as this may make the impact or probability even greater.  For example, the impact of a reputation risk to one Country Office may in fact have a much greater impact since this risk can actually affect many other Country Offices.

Here is how:

i. Map risks by impact/probability: Using the Risk Map worksheet below, plot the Risk Impact Score and Risk Probability Score for each risk (threat and opportunity) from your Weighted Risk List from Step 2. This will provide you with a holistic view of the risks you face and how critical each is.  
ii. Focus on high impact/high probability risks:  Look at the upper right hand quadrant of the Risk Map after you have mapped your risks.  These are the risk areas that are most urgent and should be documented in the Risk Logs described in Step 4: Taking Action.




Additional Tips/Techniques: 

Below are some additional tips/techniques that may help you prioritize risks for the Risk Map:

· After mapping the risks on the Risk Map worksheet, it will be easy to view each risk in relation to the other risks.  You may wish to move the risks around the map if you determine that some are higher/lower impact/probability relative to others.

· Hold open discussions with staff and stakeholders to ensure that the Risk Map accurately reflects the current situation.


Here is how:

i. Determine what actions to take:  Consider the best course of action to respond to the risks (threats and opportunities) identified in Steps 1-3.  

ii. Document actions and other information for the risks into a Risk Log
Additional Tips/Techniques: 

Below are some additional tips/techniques that may help you determine the appropriate actions to take to respond to the risks (threats and opportunities):

· Establish cross-functional advisory groups to develop concrete strategies and actions to address the risks and consider regularly convening the group to update the actions to be taken.

· Develop partnerships, both internally and externally, to assist in addressing the risks.

· Consider incorporating risk management roles and responsibilities into existing frameworks and reporting structures.

· Think about the risk appetite/tolerance levels of your Unit and of UNDP.
· Develop a communications strategy:  If appropriate, create a broad-based communications strategy to convey internally and externally what is being done to address various high priority risks.    

· Consider the following categories of actions to help you think about how you should respond to the risks (taken from the PRINCE 2 project management methodology):

· Prevention - stopping the risk occurring or preventing it from having an impact.

· Reduction - reducing the likelihood of the risk developing or limiting the impact to acceptable levels.

· Transference - passing the impact of the risk to a third party (e.g. via an insurance policy).

· Contingency – preparing actions to implement should the risk occur.

· Acceptance - where the decision is made to go ahead, accepting the possibility that the risk may occur.


Here is how:

i. Monitor and report progress as it relates to the actions taken: Monitor and report on progress, problems, timelines, results, outcomes, changes made or recommendations implemented, etc.  

ii. Update Risk Log:  Regularly update the various elements in the Risk Log on an ongoing basis including adding any new risks.
iii. Document important information: While monitoring and reporting, document and share best practices, improvements, and other important information related to the risk management process in order to contribute to continuous learning of staff and encourage finding new ways to manage risk effectively in rapidly changing environments.   

Below are some additional tips/techniques that may help you monitor and report risks:

· Communicate how the risks are being managed at staff meetings, management meetings, etc.

· Analyze trends and patterns over time.

· Understand that risk management is a continuous process; new risks are always emerging requiring assessment and a response.

· Monitor internal and external reactions to strategies.

· Build risk management strategies into training and learning plans.
Step 1: Identification 


Goal: List Your Risks.





  List risks in this column


   (�HYPERLINK "http://content.undp.org/go/prescriptive/Enterprise-Risk-Management-Documents/download/?d_id=1495173"��click to download worksheet�)





Use Subcategories to help you list risks


(�HYPERLINK "http://content.undp.org/go/prescriptive/Enterprise-Risk-Management-Documents/download/?d_id=1489793"��Click to download�)


 





Step 2: Assessment


Goal: Assigning weights to your list of risks.





Fill in the scores  using the Impact & Probability Scale.


(�HYPERLINK "http://content.undp.org/go/prescriptive/Enterprise-Risk-Management-Documents/download/?d_id=1495173"��click to download worksheet�)








Step 3: Prioritization


Goal: Placing your weighted risks onto a simple Risk Map.





Map your risks on the template provided


(�HYPERLINK "http://content.undp.org/go/prescriptive/Enterprise-Risk-Management-Documents/download/?d_id=1495173"��click to download worksheet�) 








Step 4: Taking Action


Goal: Responding to your Risk Map by filling out the Risk Log.





Step 5: Monitoring & Reporting


Goal: Monitoring and reporting of the results and actions taken from Step 4.
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